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'■■ DETAILED ACTION 

1. This is in reply to application filed on November 03/2003. Claims 1-31 are 
pending/examined. 

Priority 

2. This application does not claim priority. Therefore, the effective filling data for 
the subject matter defined in the pending claims of this application is 
11/03/2003. 

Claim Rejections - 35 USC §102 

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a 
foreign country or in public use or on sale in this country, more than one year prior to 
the date of application for patent in the United States. 

4. Claims 1-31 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Reifman et al (hereinafter referred as Reifman) (U.S. Patent No. 5, 917,615) 
(date of patent: 06/29/1999) 

5. As per independent claims 1, 15, 20, 25 and 29 Reifman discloses a 
method for providing recipient-end security for transmitted data, the method 
comprising: 

• Scanning a hard copy document to generate scanned data; [figure 19, 
Scanner; figure 17, ref. Num "176"; and column 22, lines 37-64] (facsimile message) 

• Configuring the scanned data so as to require recipient-end security; 

[column 22, lines 53-column 23, line 3; see also figure 17, ref. Num "178" Security 
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Settings] (The Security Settings display location 1 78 shown in the screen display of FIG. 
1 7 allows the user to select options such as data encryption or authentication. If the user 
selects the Security Settings display location 1 78 and presses the Change button 1 72, the 
IFAX 1 0 changes to the screen display shown in FIG. 20. The touch-sensitive display 24 
shows which options are currently selected, and the prompt 48 instructs the user to select 
security options and press the OK button 15 8. Options that have previously been 
selected may be deselected by touching the corresponding button and selecting the OK 
button 156. The IFAX 10 permits encryption of a facsimile message by selecting an 
"Encryption" button 190. In addition, the IFAX 10 permits the transmission of a digital 
signature by selecting a "Digital Signature" button 192, and an authentication option by 
selecting an "Authentication" button 1 94. The digital signature causes the IFAX 10 to 
transmit a checksum or other data portion in encrypted form along with the encrypted 
facsimile message) 

• Transmitting the scanned data to an intended recipient; 
determining if the transmitted data may be accessed at the recipient end; and 
denying access to the transmitted data if it is determined that the transmitted 
data may not be accessed, [column 23, lines 1-11] (The digital signature allows the 
receiving facsimile machine to determine if the facsimile message has been tampered 
with during transmission. The authentication option attaches an instruction to the 
facsimile message requiring a password to be entered into the recipient facsimile 
machine for the facsimile recipient to read the facsimile message. Thus, there are varying 
degrees of security that may be easily selected by the user) 

6. As per dependent claims 2 and 7 Reifman discloses a method as applied to 
claims above. Furthermore, Reifman discloses the method wherein scanning a hard 
copy document comprises scanning a hard copy document using a data transmitting 
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device that transmitted the scanned data to an intended recipient, [column 9, lines 43- 
55] (sending scanned document to designated recipients) 

7 . As per dependent claims 3, 16-17: 21-22:26-28 and 30-31 Re if man 
discloses a method as applied to claims above. Furthermore, Reifman discloses 
the method wherein configuring the scanned data comprises configuring the 
scanned data such that recipient-specific security information must be provided 
by a recipient of the transmitted data prior to accessing the transmitted data, 
[column 23, lines 1-11] (The digital signature allows the receiving facsimile machine to 
determine if the facsimile message has been tampered with during transmission. The 
authentication option attaches an instruction to the facsimile message requiring a 
password to be entered into the recipient facsimile machine for the facsimile recipient 
to read the facsimile message. Thus, there are varying degrees of security that may be 
easily selected by the user.) 

8. As per dependent claims 4-6: 8-14: 18-19: 23-24 Reifman discloses a 
method as applied to claims above. Furthermore Reifman discloses the method, 

wherein configuring the scanned data comprises configuring the scanned data 
such that the recipient must provide at least one of a recipient password and 
recipient biometric information to access the transmitted data, [column 23, lines 
1-11 and column 22 and column 23; figure 9-25] (The digital signature allows the 
receiving facsimile machine to determine if the facsimile message has been tampered with 
during transmission. The authentication option attaches an instruction to the facsimile 
message requiring a password to be entered into the recipient facsimile machine 
for the facsimile recipient to read the facsimile message. Thus, there are varying degrees 
of security that may be easily selected by the user.) 
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Conclusion 

9. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. (See PTO-Form 892). 

a. U.S. Patent No. 6564321 discloses an electronic file delivery method, 
wherein receiving the second recipient identifying information via the connection 
with the receiving computer comprises receiving a recipient identifier and password 
from the receiving computer, and further comprising the server using the recipient 
identifier and password to grant access to the electronic file by using the database 
to authenticate the recipient based on the recipient identifier and password. [See 
for instance claim 41 and column 26] 

b. U.S. Patent No. 5351136 discloses a faxing system to transmit a secret 
information, the sender first inputs the identifying code of the intended recipient of 
that information before transmitting that secret information. An identifying module 
at an receiving terminal would recognize such identifying case, and the secret 
information will be stored in a memory. An identifying code of the intended recipient 
will be printed out allow the intended recipient to enter the password with a 
keyboard of a card scanner for configuration; if every identification is correct the 
secret information will be printed out so as to allow the information to be 
transmitted in a secured manner. [See Abstact] 

c. U.S. Publication No. 2003/0115018 discloses a TCP/IP is configured 
for the ultrasound scanner and the network environment to which the scanner is 
connected. For example, typical configuration information that is provided for 
TCP/IP comprises the user name and password associated with the scanner, the 
server address of the scanner, the IP address of the scanner, the type of local 
network the scanner may be connected to, and addresses of other scanners on the 
local network. [See Paragraph 0048] 
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d. 



U.S. Patent No. 7,155,522 discloses a scanner apparatus further 



comprising a memory configured to store data and an input configured to input 
■ information, wherein the terminal information includes a user name of the terminal 
apparatus associated with the IP address of the terminal apparatus, the controller 
stores, in the memory, the IP address of the terminal apparatus and the user name 
of the terminal apparatus associated with the IP address of the terminal apparatus, 
the controller obtains, from the memory, the IP address of the terminal apparatus 
associated with the user name of the terminal apparatus when a user of the scanner 
apparatus inputs the user name of the terminal apparatus via the input, and the 
transmitter transmits, to the terminal apparatus, the scanned image data, based on 
the obtained IP address of the terminal apparatus. [See for instance claim 2] 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Samson B Lemma whose telephone number is 571-272- 
3806. The examiner can normally be reached on Monday-Friday (8:00 am— 4: 30 pm). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, BARRON JR GILBERTO can be reached on 571-272-3799. The fax 
phone number for the organization where this application or proceeding is assigned 
is 703-873-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. 
Should you have questions on access to the Private PAIR system, contact the 
Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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